Export of certificate from local repository to the file

1. Open “Internet Explorer” browser. Open menu , Tools” -> , Internet Options”:
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2. In ,Internet Options” window go to ,,Content” — ,Certificates” tab:
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3. In ,,Certificates” window mark your certificate and click ,,Export...”:

Certificates )
Intended purpose: [<AI> v }

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior * | *

Issued By
CCK MF Zewnetrzne

Expiratio...  Friendly Name
2021-06-25 Marek Michalak |...

Import.(, Lag Remove

Certificate intended purposes
Secure Email

Advanced
Learn more about certificates

4. In next window push , Next”, In next mark option ,Yes, export the private key” and push ,Next”:

Certificate Export Wizard [s23]| | Certificate Export Wizard [E3a])

Export Private Key

Welcome to the Certificate Export ‘fou can choose to export the private key with the certificate.

Wizard
: This wizard helps you copy certificates, certificate trust
= lists and certificate revocation lists from a certificate Private keys are password protected. If you want to export the private key with the
‘;y store to your disk. certificate, you must type a password on a later page,
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A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept.

To continue, dick Next.

Learn more about exporting private keys
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5. In next window check/uncheck options exactly as shown on the screenshot below and push
,Next”:
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6. Create a password for securing the file, avoiding for using the certificate by other person, type it to
fields shown below and push “Next”:

Certificate Export Wizard ==

Password

To maintain security, you must protect the private key by using a passward.

Type and confirm a password.

word:

Type and confirm password (mandatory):
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7. In next window show the path and name of the file with certificate (button ,,Browse...”) and push

“Next”:
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8. In the window with the summary information, click "Finish". During the export, you may be
prompted to enter a password for the private key (password, that is assumed when you generate a
certificate on PUESC). The process should finish saving the certificate to a file in the specified

location.

Certificate Export Wizard

Completing the Certificate Export
Wizard

‘fou have successfully completed the Certificate Export
wizard,

‘You have spedified the following settings:

File Name C:\Usel
Export Keys Yes
Incude all certificates in the certification path Yes
File Format Person;
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Registration of personal certificate in Wrota Celne

1. After logging-inin order to register a certificate, use the menu option "Configuration" —"User
certificates" and click the "Add item”:
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2. Inthe add certificate window, you indicate the location of the certificate file (click the
"Wybierz plik" button), and then in the "Hasto do magazynu certyfikatéw" you must provide
the password that was used when writing the certificate to a file (' Export certificate... " step

6), and then click "read keystore file".
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3. After the correct upload of the file the window appears, as shown below. You must then

select the check-box in the "importuj" column , enter the password to a file with certificate
again in the last column and click the "Importuj certyfikaty" button:
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4. After reopening the certificate store (the "Configuration"-> "User certificates" option), a
window with a list of currently registered certificates is displayed, on which the user may
deactivate his certificate (uncheck the box in the column “Active"), delete it (“x” mark in the
“Delete" column) or add a new certificate.
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Sending a document using a certificate stored in the system

1. In the document window, select the "Send" command, in the next window press "Approve":

2.
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In the message preview window, indicate the method of signature as "Certificate stored in

the system (recommended)", and then press "Sign and send":
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<IE515 xmlns="http://www.mf.gov.pl/xsd/ECS/IE515_v1-@.xsd"
sxmlns:ds="http://waw.w3.0rg/2000/29/xmldsig#” Nrillasny="221E515-
2Ea8a3" >
<Zgloszenie Kontenery="8" KrajPrzeznaczenia="CH" Krajilysylki="pPL"
LiczbaOpakowan="1" LiczbaPozycji="1" OdprawaScentralizowana="0"
Pla="EU" P1b="A" Skladowanie="8" SpecyficzneOkolicznosci="A"
Tranzyt="@" UCWyprowadzenia="PL441010" UCWywozu="PL441010">
<Madawca EORI=" PL84814314490800" KodPocztowy="19-388" Kraj="PL"
Miejscowosc="hjbkb" Nazwa="HGIH" TIN="pic" UlicaWumer="hbj"/>
<0dbiorca KodPocztowy="3123124" Kraj="UsS" Miejscowosc="york"
Nazwa="DSADAD" UlicaNumer="dasdsdd"/>
<ZglaszajacyPrzedstawicizl EORI=" PLB84814314420000"
KodPocztowy="19-308" Kraj="PL" Miejscowosc="hjbkb" Nazwa="HGIH"
Przedstawicielstwo="1" TIN="pio"
<Transportilewnetrzny Rodzaj
<TransportNaGranicy Kraj="PL" Rodzaj="5"/>

<Lokalizacja/> -
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(@] Certyfikat z lokalnego magazynu (Applet)

Cancel

( Send without s'rgnf‘lre ) ( Sign and send )
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Select the certificate with which the message should be signed and click "Sign and send":

| send
Select a certificate |

Wystawca Nazrwa Valid to Wybi

R =

After the process is completed correctly, the document goes to the "Sent" status.



